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DNA :The Molecule of Life

Fig.1: Helical structure of DNA [1]
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DNA COMPUTING

• Adleman’s experiment[2]

• DNA Steganography[3]

• Human Genome Project[4][5]

• Numerical Representation of DNA Sequences[6]

Fig.2: The Human Genome project [4]



www.pkiindia.in

PKIA-2017

DNA CRYPTOGRAPHY

• Symmetric DNA Cryptography
• Asymmetric DNA Cryptography
• Pseudo DNA Cryptography
• DNA Steganography

Fig.3: The Central Dogma of Molecular 

Biology [7]
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DNA based Authentication –Research
Work

DNA ENCRYPTION BASED USER AUTHENTICATION 

AUTHENTICATION

USER SENDS REQUEST TO 

THE SERVER 

USER SETS DNA CODING 

FOR PASSWORD

PASSWORD CHANGE 

PHASE
REGISTRATION

USER SELECTS VALID ID, 

IMAGE, PASSWORD 

USER SETS CREDENTIALS 

INCLUDING MOBILE 

NUMBER

USER ENTERS ID 

USER ENTERS PASSWORD

SERVER SENDS OTP AND 

VALIDATES

SERVER DISPLAYS IMAGE

USER  CAN CHANGE 

PASSWORD 

USER CAN  SELECT NEW 

DNA CODING

USER CAN UPDATE IMAGE

SERVER PERFORMS DNA 

CRYPTOGRAPHY

SERVER COMPUTES 

MESSAGE DIGEST AND 

VALIDATES THE USER

Fig.4:Process flow of DNA based Authentication  [8]
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DNA Biometrics and BIO – PKI
• NIST focuses on DNA typing

methods for Biometric
Purposes[9].

• To decrease the time required
to perform a DNA test.

Fig.5 :DNA for Biometrics [9]
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Applications and Challenges
• Healthcare.

• Anti – Counterfeiting based on DNA.

• Information Security

• Positive Identification

• Wet lab

• Time

• Ethical
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